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2. Purpose/Background
From 27 July 2018, healthcare provider organisations can register their Seed Organisation
for the Healthcare Identifiers (HI) Service and the My Health Record (MHR) system via the
Healthcare Professionals Online Service (HPOS). HPOS is accessible via the Provider Digital
Access (PRODA) portal. This replaces the Digital Online Forms website and the “Application
to Register a Seed Organisation form” (HW018).
Healthcare professional Organisations will also be able to request a National Authentication
Service for Health (NASH) Public Key Infrastructure (PKI) Organisation Certificate via HPOS,
removing the need for the application form.

3. What is My Health Record?

A My Health Record is a secure, online summary of an individual’s health information.
A record can contain:
• shared health summaries: medical history, medications, allergies and adverse drug
reactions, and immunisations
• event summaries: significant healthcare events and episodes of care
• discharge summaries
• specialist letters
• prescription and dispense medication records
• pathology and diagnostic imaging reports
• next of kin and emergency contact information
• organ and/or tissue donation wishes
• an advance care planning document and advance care planning document
custodian(s)
• a personal health summary: patient-entered details of their medications and
allergies/adverse reactions
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4. Definitions
Acronym / Word

Definition

PRODA
Provider Digital Access

Provider Digital Access is an online authentication system used to securely
access government online services. Using a two-step verification process, you
only need a username and password to access multiple online services.

HPOS
Health Professionals
Online Services

Health Professionals Online Services is a web-based service provided by
Medicare that allows providers to send and retrieve various types of
information to/from Medicare.

HI
Healthcare Identifier

A healthcare identifier is a unique number that has been be assigned to
individuals, and to healthcare providers and organisations that provide health
services. The identifiers are assigned and administered through the HI Service
which was established to undertake this task (see HPI-O and HPI-I)

HI Service
Healthcare Identifier
Service

The Healthcare Identifier service provides the foundation for all digital health
projects. The service is responsible for creating and issuing unique identifier
numbers for consumers, healthcare professionals, and healthcare
organisations in Australia. The use of these unique healthcare identifier
numbers ensures that any information transferred or stored using digital
health systems is correctly labelled with the appropriate patient, health
provider and health provider organisation.

HPI-O
Healthcare Provider
Identifier – Organisation

A healthcare provider identifier – organisation, is a number that is assigned
to eligible healthcare organisations once they have registered with the HI
Service, to support their unique identification. The HPI-O number begins with
800362, is 16 digits long and is required to register for the digital health
record system.

HPI-I
Healthcare Provider
Identifier – Individual

This is the unique identifier number given to an individual healthcare
provider. Any healthcare provider registered with Australian Health
Practitioner Registration Authority (AHPRA) will have a number automatically
issued to them. This number begins with 800361 and is 16 digits long. Health
practitioners not registered by AHPRA can apply for a HPI-I number from the
Health Identifier service.

IHI
Individual Healthcare
Identifier

An IHI is a unique 16-digit number used to identify individuals under the My
Health Record system. Consumers need to have an IHI to be eligible to
register for a My Health Record.
IHIs are also intended to help healthcare providers communicate information
with other providers accurately, for example, by providing a more reliable
way of referencing patient information electronically.
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NASH PKI
National Authentication
Service for Health Public
Key Infrastructure

The NASH PKI Certificate for Healthcare Provider Organisations is required for
organisations to access the My Health Record system, as it authenticates the
organisation to the system.

NPP
National Provider Portal

The National Provider Portal (NPP) is a web-based interface through which
healthcare providers can access the My Health Record system. It is a readonly service that is accessible without conformant clinical software.

RO
Responsible Officer

Responsible Officer (RO): the officer of an organisation who is registered with
the HI Service and has authority to act on behalf of the Seed Organisation
and relevant Network Organisations (if any) in its dealings with the System
Operator of the My Health Record system. For large organisations, the RO
may be the chief executive officer or chief operations officer. For small
organisations (such as a general practice), the RO may be a practice manager
or business owner.

OMO
Organisation
Maintenance Officer

Organisation Maintenance Officer (OMO): the officer of an organisation who
is registered with the HI Service and acts on behalf of a Seed Organisation
and/or Network Organisations (if any) in its day-to-day administrative
dealings with the HI Service and the My Health Record system. Healthcare
organisations can have more than one OMO if they wish. In general practice,
this role may be assigned to the practice manager, if you have one, and/or
other senior staff who are familiar with the practice’s clinical and
administrative systems. Alternatively, the RO may take on the OMO role as
well.

EOI
Evidence of Identity

Evidence of Identity is needed as part of the registration for a PRODA
account.

DHS
Department of Human
Services

Department of Human Services is a department of the Government of
Australia charged with responsibility for delivering a range of welfare, health,
child support payments and other services to the people of Australia.

Seed Organisation

Healthcare provider organisations participate in the My Health Record
system either as a Seed Organisation only or as a Network Organisation that
is part of a wider “network hierarchy” (under the responsibility of a Seed
Organisation). A Seed Organisation is a legal entity that provides or controls
the delivery of healthcare services. A Seed Organisation could be, for
example, a local general practice, pharmacy or private medical specialist.

Network Organisation

Network organisations stem from the Seed Organisation. They commonly
represent different departments or divisions within a larger complex
organisation (e.g. a Hospital or Multi-Disciplinary Healthcare Practice). They
can be separate legal entities from the Seed Organisation, but do not need to
be legal entities in their own right.
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5. Registering for My Health Record Flowchart
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6. Prior to Registration
6.1 Who can register?
To register the organisation for the MHR system, the individual must have a PRODA account
and have the authority of the organisation to do so. This person will be the Responsible
Officer (RO). Clinicians and non-clinicians can register for a PRODA account.

6.2 What is needed?
•
•
•
•

A PRODA account – if not holding a PRODA account, then three government issued
forms of identification needed for registration.
A healthcare identifier known to the HI service (AHPRA registration number, HPI-I, HPIO, RO/OMO number).
Key organisational information – contact details, ACN, ABN.
A computer with internet access.

7. Registering and Setting up for PRODA (completed by an
individual)
7.1 Register for PRODA
To set up a registration through PRODA an individual will need to visit:
https://proda.humanservices.gov.au/pia/pages/public/registration/account/createAccount.jsf

Within PRODA you will:
• create an account
• verify documents
• match existing services
To set up a PRODA account, providers will need:
• three government issued ID documents (recommended to use Medicare card, Australian
driver’s license and passport)
• an email address to verify the account
• three security questions

7.2 Login to PRODA
To login to PRODA, the individual will need their username and password, an SMS or email
with a security code will be sent (whichever has been nominated by the account holder).

7
My Health Record: A Registration and Access guide using HPOS and PRODA
16/11/2018

8. Registering the Organisation with the Healthcare Identifiers
Service
All healthcare providers and organisations wishing to participate in the MHR system must
first be registered with the HI Service.
Once registered, healthcare organisations will be issued with a unique 16-digit Healthcare
Provider Identifier for Organisations – also known as a HPI-O. The HPI-O identifies the
healthcare provider organisation where healthcare is provided, such as hospitals, medical
practices, pathology or radiology laboratories and pharmacies.

8.1 Steps to Register a Seed Organisation via HPOS (refer to Appendix A)
1. The applicant representing the organisation creates a PRODA account if they do not
already have one. The applicant must be the organisation’s designated RO.
2. Log in to PRODA.
3. From the PRODA home page, click on the “Healthcare Professionals Online Service”
tile.
4. The HPOS home screen will open. Select the “My Health Record system –
Organisation Registration” tile.
5. The “Register Seed Organisation” home screen will open, with the eligibility
requirements and registration information.
6. Enter a valid ABN or ACN number and click “Apply now”
7. The “Organisation details” tab will open. Some information may be pre-populated, if
the ABN/ACN is known to the HI Service.
8. The applicant must complete the RO details tab and may also choose to add
additional Organisational Maintenance Officers during this step. Alternatively,
additional OMOs can be added post registration (refer to section 13).
9. Complete all mandatory fields at a minimum, on all tabs. If required, upload
Evidence of Identity (EOI) or Authority to Act documents from the “Documents” tab.
10. Submit the application.
11. The application will appear in the “submitted applications” table, with the status of
the application.
12. Once the application is approved, an email will be sent in HPOS mail advising of the
HPI-O, RO, and OMO details.
a. If the application is in pending status, or has been rejected, contact the HI
Service enquiry line on 1300 361 457.
13. Instructions on how to apply for the NASH PKI Organisation certificate will be sent
through HPOS.
a. Once received, to access MHR in clinical conformant software, proceed to
section 9 to continue registration process.
b. To access MHR via the National Provider Portal (NPP) via PRODA proceed to
section 11 to continue the registration process.
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9. For Providers Using Clinical Conformant Software
9.1 Steps to Apply for a NASH PKI Organisation Certificate (refer to Appendix B)
1. Log in to PRODA.
2. From the PRODA home page, click on the ‘Healthcare Professionals Online Service’
tile.
3. The HPOS home screen will open. Select the ‘Healthcare Identifiers’ tile.
4. The ‘Healthcare Identifiers’ home screen will open. Select ‘My organisation details’
from the list of ‘HI Services available’ option.
5. From the ‘Organisation snapshot’ page, select the ‘Certificates’ tab.
6. Select the ‘Request NASH PKI Certificate for Healthcare Provider Organisations’ link.
7. The application pages will open. Complete all mandatory fields at a minimum and
submit the application.
8. Contact the eBusiness Service Centre on 1800 700 199 for any questions relating to
the progress of the NASH PKI Certification request.

9.2 Configuring the NASH PKI Certificate with Conformant Software
Before completing this step, the organisation should already have:


received confirmation of successful registration of the Seed HPI-O with the HI Service



the healthcare providers should have obtained or applied for their HPI-Is and
provided these to the Organisation Maintenance Officer (OMO).

Once the application for a NASH certificate has been processed, the organisation will
receive:
 A NASH PKI Certificate for Healthcare Provider Organisations


A Personal Identification Code (PIC) for the NASH PKI Certificate



Instructions on how to install the NASH PKI Certificate.

It is recommended to contact the software vendor for guidance.
If there are any issues call the DHS eBusiness Service Centre on 1800 700 199
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9.3. Start using My Health Record in Clinical Software
1. Check that the version of the clinical software being used connects to the HI Service.
Software can be checked on the software products using digital health page
(https://www.myhealthrecord.gov.au/for-healthcare-professionals/conformantclinical-software-products).
2. Add the HPI-O to the clinical software.
3. Add the healthcare providers' HPI-Is to the clinical software.
4. Install the PKI Site Certificate in the clinical software (if received a new one).
5. Online self-service management of the organisation’s details in the HI service can be
done by accessing the Health Professional Online Services (HPOS) using the
Medicare/HI individual PKI certificate or PRODA.
The conformant software vendor may provide software guides for some of the above steps.
Contact the software vendor for further assistance.
Note: For providers to upload clinical documents in some clinical software, listing the HPI-I
in the Healthcare Provider Directory (HPD) is mandatory.
For Healthcare Providers registering to the My Health record after July 21, 2018 the
organisation’s details will be entered into the HPD automatically.
If consent wasn’t provided for the organisation to be listed in the HPD when registration
occurred with the HI service (prior to July 21, 2018):
 log in to HPOS and select the HI Service link, and update information under the 'My
organisation details' link
 call the HI Service enquiry line 1300 361 457 to confirm to have the organisation's
details published in the HPD.

9.4. Verifying the clinical software can connect to the HI Service
Following the set-up steps above, it is recommended to verify that the clinical software is
successfully connected to the HI Service by downloading a patient's Individual Healthcare
Identifier (IHI) number.
Suggested steps to download a patient's IHI number
1. In the clinical software, select and view a patient record that:
 does not have an IHI recorded against it, and
 has been recently used in an electronic transaction with Human Services.
2. Check that data entered in the following fields appears to be valid:
 Medicare Card number or DVA number
 Surname
 Given Name
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 Date of Birth
 Gender
 Address
3. Use the function in the clinical software to request the patient's IHI.
4. If the software reports the result as successful, check that the patient's IHI data field
contains 16 digits and that the IHI Status fields show the IHI as being 'verified'.
5. If the result is not successful, there may be a number of reasons why an exact match is
not possible:
 The practice may need to review the data it holds to determine currency (e.g.
patient change of name) and accuracy (e.g. date of birth is recorded correctly). This
can be checked with the patient at their next visit and updates made to the data in
your Desktop Software.
 The patient may not have renewed their current details with Human Services. It
would be helpful to advise the patient to contact Human Services (Medicare) to have
their data checked and updated.
 The practice software may not have been correctly installed.

10. Linking relevant staff HPI-Is to the HPI-O
1. RO/OMO to log in to PRODA. From home page, choose ‘HPOS’ tile/ ‘Healthcare
Identifiers’ tile/ My organisation details / HPI-I Links / Manage Providers / Add
Linked Provider
2. Add the provider’s HPI-I number or their RA number and select ‘Search’
3. Confirm the correct provider and continue adding or select cancel and go back to the
Manage Providers screen
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11. Using PRODA to access My Health Record

12
My Health Record: A Registration and Access guide using HPOS and PRODA
16/11/2018

12. Accessing the National Provider Portal
To login to PRODA, the individual will need their username and password, an SMS or email
with a security code will be sent (whichever has been nominated by the account holder).

12.1 Prerequisites for National Provider Portal





A Healthcare provider individual must first be registered in the HI Service with a
Healthcare Provider Identifier for Individuals (HPI-I)
The HPI-I must be linked to an active Healthcare Provide Identifier for Organisations
(HPI-O).
An authorised officer for the organisation can establish a link between the HPI-O and
the HPI-I, that asserts this relationship in the HI service.
If the individual is a sole trader, they must register their business as a Seed
Organisation to establish this link

12.2 Linking My Health Record to PRODA








From PRODA home page there are two sections: “My linked services” and “Available
services”
Select the new My Health Record tile from “Available Service” section to open the
“My Health Record Linking screen”
Select an “Identifier Type” and enter the associated “Identifier Number”
Click “Save”. A message appears, confirming the linking process is underway
Once complete, the provider will be redirected to the “National Provider Portal
Landing Page” where the provider can select their Seed Organisation to access the
My Health Record
The next time the provider logs in to PRODA, the My Health Record tile will appear
under the “Linked services” section. Clicking the tile will redirect users to the
National Provider Portal Landing Page
If a Healthcare provider works for more than one organisation, they will need to log
out of PRODA to select a new organisation

13. Adding OMOs to an organisation
This is a two-step process completed by:



an RO (or OMO*) for the organisation and
the person to be added as the new OMO.
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13.1. Organisation adding an OMO
What is needed?
The organisation must already be registered for MHR.
The RO/OMO must
 have a PRODA account
 have been previously linked to their organisation and have the “Healthcare
Identifiers” tile available as a selection in their HPOS “My Programs” view.

Steps to add an OMO – completed by the RO
1. RO to log in to PRODA
2. From home page, choose “HPOS” tile / “Healthcare Identifiers” tile / My organisation
details / OMO / Manage maintenance officers
3. Select “Add”, then select the method of identification



Adding Healthcare Providers – if the person to be added is a healthcare provider,
enter their HPI-I number. The system should be able to retrieve the provider’s
information based on their HPI-I and they will immediately be listed as an OMO
Adding Others – select the “Add new OMO” button to open a form to be completed

Tips:


In the start date accuracy indicator section of the form the drop-down box offers
different combinations of selections. Entering only the year in the selection should
yield a result. i.e. day unknown; month unknown; year known
 Select the “Unstructured address indicator” box. Doing this will remove some of the
fields
4. Once submitted, the new OMO should now be visible in the “Organisation Snapshot” view
(note down the OMO number)
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13.2. OMO linking to an organisation
What is needed?
The new OMO must have a PRODA account.

Steps to add the organisation – completed by the new OMO
1. New OMO to log in to PRODA.
2. From the home page; select - HPOS tile “Link identifiers / Manage logon account (on the
left side) / Link Identifiers”.
3. At the “Healthcare providers and administrators” screen:
 for an OMO who is a healthcare provider, enter in the HPI-I number
 for an OMO who doesn’t have an HPI-I, enter in the RO/OMO number assigned from
the ‘Organisation Snapshot’ view (refer to section 13.1, step 4)
Once this is completed, there will be a new tile in the HPOS “My Programs” view – the
Healthcare Identifiers tile.
* Once an OMO is added, the OMO can also add new OMOs

15
My Health Record: A Registration and Access guide using HPOS and PRODA
16/11/2018

Appendix A:
Navigating Seed Organisation Registration Process
1. The RO logs into PRODA and enters credentials

2. RO is taken to the PRODA homepage and selects HPOS from their available services
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3. The HPOS homepage opens. The RO selects “My Health Record system – Organisation

Registration”.

4. The Register Seed Organisation information page opens. The RO must enter their ABN
or ACN to begin.
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5. If the ABN/ACN is valid, the Seed Organisation Application pages will open. Some
details may be populated on the Organisation Details, RO Details and OMO Details if
the applicant is known to the HI Service.
6. Complete all mandatory fields and click “Next” to move to the next tab.
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7. Complete the RO Details tab and click “Next”.
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8. Complete the “Additional OMO Details” tab if required and click “Next”.
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9. The “Documents” tab will be enabled if required to provide EOI. Upload the
document from the PC and click “Submit”.
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10. A confirmation screen will appear with a summary of the application. Use the back
button to make changes. When satisfied with the information, read the privacy
notice and check the “I Agree” check box before clicking “Confirm”.
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11. Once your application is submitted, the home screen will return, where messaging is
received about where to find the outcome of the application, and to check on the
application status.
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12. Once the application is approved, the following email will be received via HPOS mail.
It contains the HPI-O, RO, OMO and instructions on how to apply for a NASH PKI Org
certificate.

Online Seed Organisation assistance
For assistance with the Seed Organisation registration process, please visit the MHR webpage
https://www.myhealthrecord.gov.au/for-healthcare-professionals/howtos/register-yourorganisation, or call the HI Service on 1300 361 457.
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Appendix B
Navigating the NASH PKI Organisation Certificate Request
1. Log into HPOS and select the “Healthcare Identifiers” tile.

2. Select the “My Organisation Details” link from the HI Services available list.
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3. From the “Certificates” tab, select “Request NASH PKI Certificate for Healthcare
Provider Organisations” link.

4. The application process will open. Complete all mandatory fields at a minimum and
click submit.
5. Contact the eBusiness Service Centre on 1800 700 199 for any questions relating to
the progress of your NASH PKI Certification request.

NASH PKI Organisation Certificate assistance
For assistance with the NASH PKI Org Certificate request process, please visit the following
page https://www.humanservices.gov.au/organisations/healthprofessionals/services/medicare/nationalauthentication-service-health or call the eBusiness
Centre on 1800 700 199.
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